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Abstract

Security measures alone are not sufficient for counter-
acting malicious behaviors in distributed systems. The new
trend is to use economical models (mainly game-theoretic
models) to characterize such malicious behaviors in the se-
curity context with the aim to mitigate the risk introduced
by such malicious behaviors. However, there is a general
lack in the integration of risk and security and this hinders
the effectiveness of these existing economical models when
applied in the security context for distributed systems. Re-
cently, utility has become an important consideration for
information security. We show that the decisions by secu-
rity mechanisms, such as the authorization decisions in a
distributed system can have a direct impact on the utility of
the underlying system. However there is little work done on
utility maximization when designing secure distributed sys-
tems. To address this gap, we present in this paper a new
approach through integrating risk management into secu-
rity with the help of a trust model. Furthermore, we show
that the proposed trust based security model with risk man-
agement can be applied to maximize the utility of the un-
derlying distributed systems. The new model possesses a
unique feature - the ability to use trust evaluation to not only
“weed out” malicious entities, but also allocate appropri-
ate access permissions to the benevolent entities according
to the risk levels. Using a mobile agent system as an exam-
ple, we study the properties of the proposed model through
simulation and present the experimental results which con-
firm the mew feature of the proposal.

1. Introduction

It is now well known that security measures alone will
not be sufficient for counteracting malicious behaviors in
distributed system [19, 23, 8]. Recently, there is an in-

creasing focus on using economical models to study such
malicious behaviors in the security context. In fact, re-
cent research in this directions has suggested some eco-
nomical models for a wide range of secure distributed sys-
tems, including a payment based security system for mobile
agents [21] and game based model for secured grid comput-
ing [13, 20]. However, risk remains un-quantified in these
proposals. In fact, none of the current research has pro-
vided any formal guidelines on how the risk can be inte-
grated with the underlying security system. On the other
hand, utility has been recognized as an important factor in
security system development [9]. In fact, there exists an
emerging consensus that every security question is indeed
an economical question concerning the utility of the under-
lying system [9]. For example, it is easy to show that in
a mobile agent based e-commerce system, both the protec-
tion of agents and hosts have a direct impact on the util-
ity: attacks on a host by malicious agents will cause loss
of commercial secrets such as customers private informa-
tion, downtime to the system, loss of customers, which will
eventually be counted as utility loss. Attacks on agents will
result in similar consequences that will also lead to the lost
of utility. Thus utility maximization is an important issue in
the design of a secure distributed system if we seek to gain
maximum economical benefits from the underlying system.
But little work has been done in considering utility maxi-
mization when designing secure systems.

In addressing the above issues, we present a new trust
based security model with risk management integration via
trust, which repossesses the new feature of utility maxi-
mization. In this paper, for the sake of simplicity, we fo-
cus on the authorization process and the role risk manage-
ment plays in the maximization of the system utility asso-
ciated with such security process. Thus, we develop, in
this work, a trust based information-theoretic model for in-
tegrating risk into security via trust, in order to maximize
the utility gain obtained from honest and competent trans-
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actions from the trusted entities of the same system. The
risk can be defined as the possible utility loss due to the
potential security policy violations by malicious behaviors
of untrustworthy entities in a distributed system. Through
the enforcement of the security decisions from the proposed
model we leverage the knowledge on trust relationships to
guide security decisions with risk management (allocating a
particular risk level for a given interaction). This enables the
underlying application to gain maximum economical bene-
fits while keeping the security risk at a defined level. Fi-
nally, using a mobile agent system as an example, we study
the new feature of the proposed model through simulation
and present the experimental results which confirm the new
feature of the proposed model.

The main contributions of this paper are:

• Introducing the Risk Management Issue in Security
Context: We introduce the risk management problem
in the context of distributed system security and we de-
scribe how risk can be integrated into the security de-
cisions using trust information for maximizing utility
in the face of malicious behaviors.

• Trust Enhanced Security Model for Risk Manage-
ment: We propose a trust based security model that is
capable of enforcing security decisions based on risk
allocations for utility maximization.

• Experimental Evaluation of the Model: We present
the experimental studies on our new model through
simulation. In these studies we use a mobile agent sys-
tem as an instance of the underlying distributed sys-
tems to demonstrate the new feature and applicability
of this new approach.

The rest of the paper is organized as follows.
Section 2 presents a brief review of related work. Sec-

tion 3 describes a trust enhanced security model with risk
management integration. Section 4 presents the experimen-
tal investigations along with an analysis of the results. Fi-
nally, Section 5 provides concluding remarks and directions
for future research.

2. Related Work

2.1. Traditional Authorization

Most existing distributed systems are built on traditional
security models, including the two most widely used mod-
els - the mandatory access control (MAC) and the discre-
tionary access control (DAC) models [5]. While these mod-
els aim at the enforcement of access control of system re-
sources, they are not concerned about the system utility on

which they do have a direct impact. This is because ma-
licious behaviors can happen even after the authorization
stage [19].

2.2. Utility, Security and Trust

The notion of utility and its application in distributed
computing is not new. Marsh introduced the notion of utility
as a member of a set of input parameters used for construct-
ing his trust model for distributed systems, where utility was
actually used as one of the input parameters for the trust cal-
culation used for cooperation decisions [17]. The notions of
utility and trust have also been used by other researchers in
security context for grid based computing [13, 20]. How-
ever, risk management has not been considered in these
studies.

2.3. Payment Based Authorization

Sonntag et al. [21] have proposed a payment based
scheme for mobile agent based e-commerce applications.
In this scheme utility is considered. Depending on the
trustworthiness of the requesting entity, different prepaid
amounts may need to be submitted by the agent’s home
server to the remote server in order to gain access which
otherwise could not be granted. The prepaid amounts are
set to be more than the lost caused by any potential mali-
cious behaviors. This proposal has introduced the notion of
dynamic authorization in a sense that permissions to agents
are granted according to the trustworthiness of the agent and
these permissions demand prepayments to insure against
potential damages (utility loss). However this scheme does
not deal the utility maximization explicitly.

3. Trust Enhanced Security Model With Risk
Management Integration for System Utility

In our model, we deal with utility explicitly by linking it
with the operations of the underlying security models. We
show that utility is, in fact, directly related to the outcomes
of interactions granted by the security operations. We then
show how risk management can be integrated into security
decisions via trust for maximizing utility of the underlying
system.

3.1. The Overview of the New Model

We now present the conceptual trust enhanced security
model that maximizes the utility as depicted in Figure 1. It
consists of four blocks: trust model, authorization, interac-
tion and utility. The trust model manages the trust informa-
tion in the system and makes trust decisions with risk man-
agement consideration; the authorization block performs
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Figure 1. Trust Enhanced Authorization with
Risk Management Consideration for Utility
Maximization

the standard authorization process with risk consideration;
the interaction component manages the mapping between
behaviorial evidences and the resulting updated trust value;
the utility block is used to calculate the system utility at the
end of each interaction. The idea here is to use trust infor-
mation, managed by the trust model with risk management
consideration, to fine tune the authorization decisions, such
that malicious entities will be identified through past expe-
riences and be “weeded out”, and benevolent entities will be
given appropriate access permissions according to the risk
levels, which is done by the removal of malicious entities
(and thus reduce the malicious behaviors) and controlled
interactions with benevolent entities. This way we have
the opportunity to improve the authorization performance
and the system utility. Next we describe the main building
blocks of our model in the following subsections. As men-
tioned in Section 1 we are using a mobile agent system [14]
as an example and focusing on its trust based authorization
decisions with risk management abstracting away the de-
tails of authorization mechanisms 1. Also to be noted is that
the trust model presented in this work is a simplistic one
and is used for the sake of clarity in illustrating the new ap-
proach. A more detailed treatment of a practical trust model
for mobile agents can be found in [16].

3.2. The Trust Model

The trust model manages the trust information in the sys-
tem. For the purpose of this work, we consider that the trust
information contain a set of pairs {(a, t)}, where a is an
agent id and t ranging over [0, 1] is the trust value. While
a ∈ A is a relatively static value, t ∈ T is a dynamic one
which is updated according to past experiences e ∈ E by a
trust update function:

δ : T × E → T (1)

where T is a set of trust values, E is a set of experiences
from previous interactions.

1details on authorization mechanisms have been covered extensively in
existing literatures including [5] [4] for general distributed systems, and
[6, 22, 18, 10] for mobile agent based systems

The low level trust management design is out of scope
of this paper. The interested readers can refer to Jφsang’s
work in [11] for general trust calculations and our work on
trust management for mobile agent applications.

When requested by the incoming agent for authorization
(i.e. arrow 1 in Fig. 1, the model’s trust block invokes a
trust decision process 2,

decision : (t > tth) → {0, 1} (2)

where tth is the trust threshold. When the above condi-
tion is tested true, then the agent is trusted and decision is
set to 1; otherwise, the agent is regarded as malicious and
decision is set to 0.

Remark 3.2.1 Setting trust thresholds for other entities in
a distributed environment is a complex issue. It relates to
to the perceptions on the other entities including the per-
ceived risk, perceived competence of the other entities and
the potential benefits for successful interactions. These per-
ceptions can be very dynamic and their changes can be trig-
gered by the dynamics of the behaviors of the other entities.
A detailed treatment on this issue is outside the scope of
this paper, but we have covered it in detail in another pa-
per [15].

Authorization with Risk Management Integration
This component performs the standard authorization func-
tion as per the designated base security model with only one
difference - this component will only be invoked if the test
in Equation 2 is true (i.e. arrow 3 is active),

auth : A × R × T × tth → P (3)

where R is a set of requests, and P a set of permissions
for carrying out the requests.

Equation 3 denotes the new trust based authorization de-
cision with the consideration of risk management, where
we consider the tth as a dependent parameter that is related
to the behavior of the system signified by the link 7 in
Fig. 1. This dependence can be understood from the no-
tion of risk which can be defined as the possible utility loss
due to the potential security policy violations by malicious
behaviors of untrustworthy entities in a distributed system.
Thus it is natural to think that there must exist a precise
mapping between the risk allocation (i.e. the setting of tth
) and the resultant system utility for different behavior pat-
terns in a real application setting. Therefore, an appropri-
ate risk allocation should always be specified if the maxi-
mum economical benefits of the underlying system is to be
sought. Due to space limit, the detailed mapping process
is left for a future paper. However, in most of the current

2Note that the dashed line 2 in Fig.1 indicates the bypassing of the trust
model rendering the model to a standard authorization-only model.
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literatures, the tth has been treated as an independent input
parameter that is usually specified according to some form
of cooperation requirements [17, 1], hence making utility
maximization a difficult task.

Interaction This component manages the mapping be-
tween behaviorial evidences and the resulting updated trust
value. Once an agent has passed the test in Equation 2 and
has been granted proper permissions by Equation 3, then it
can proceed with its intended transactions (i.e. arrow 4
in Fig. 1). The interaction result will be marked as a sat-
isfactory one if no malicious behavior has been detected,
otherwise it will be marked as unsatisfactory 3. The result
will be put into the set E. This set will be fed-back (i.e.
arrow 6 in Fig. 1) to the trust model for trust update with
Equation 1, and fed-forward (i.e. arrow 5 in Fig. 1) to
utility module for utility calculation in Equations 4 and 5.

Utility Once we have obtained the set E (the interaction
results), we can proceed to calculate the system utility:

utility : E × F → U (4)

where F is a set of utility factors, and U is a set of the
resultant utility values from the past interactions.

Thus the total system utility can be updated as:

total utility =
n∑

0

(U) (5)

where n is the number of agents n = |A|.

4. Experimental Studies and Result Analysis

We now evaluate the above proposed model by a detailed
system simulation. We use a mobile agent system [14]
as an example for simulating an instance of the underly-
ing distributed systems. Furthermore, we consider a mobile
agent based e-commerce system (such as an e-bookshop or
a travel agency) where a remote service provider host is re-
ceiving agents from different owner hosts representing the
customers and it needs to make the authorization decisions.
We set up the following parameters for the simulation.

• Total Number of Interactions: i = 100

• Total Number of Agents: n = |A| = 100

• Trust Threshold: tth = 0.5 4

3Various cryptographic checksums have been developed for checking
malicious behaviors in terms of data and code tampering [22].

4The threshold value used here is an arbitrary one for illustrative pur-
pose only. As already mentioned in this paper that in a real application this
is a dependent parameter that should be specified according to the behavior
patterns [15].

• Initial Trust Value for Each Agent: t = 0.58 5

• System Utility Factor for Security Policy Compliance:
f1 = 1

• System Utility Factor for Security Policy Violation:
f2 = −2

• Trust Update Function 6:

– ti+1 = ti + 0.02, when last interaction is satis-
factory

– ti+1 = ti − 0.04, when last interaction is
unsatisfactory

• A fundamental assumption is that we consider the be-
havior of an agent as the outcome of a Bernoulli trial
dealing with a binary sample space. Thus if we view
an agent which behaves in a trustworthy manner with
probability PT (a) (without any violation of security
policy). Through this we can obtain a probability of
1−PT (Hi) for the opposite situation where we expect
a malicious behavior from a agent: an agent contains
malicious code that violates the security policy of the
underlying system. The actual violations forms can be
find in [16, 3].

• Agent Behavior Probability Distribution =
{0%, 25%, 50%, 75%, 100%}
For simplicity, agents are evenly grouped into five
behavior categories, ranging from most trustworthy to
totally malicious. Their external malicious behaviors
can be categorized by a set of certain probability
distribution {0%, 25%, 50%, 75%, 100%}. Here 0%
means the entity is totally trust-worthy, and never
deviates from benevolent actions during each transac-
tion, while 100% indicates a totally malicious entity
that will attack every time when granted access.

The simulation model is implemented with MATLAB
(www.mathworks.com) for the model described in Sec-
tion 3. We run the simulation for both our proposed model
and the authorization-only solution (by shorting link 2 in
Fig.1 to bypass the trust model).

4.1. Trust Evaluation

Many trust models have been developed for distributed
systems over the years [17, 2, 12]. In fact, we have used a

5The initial trust value is set arbitrarily to a value above the threshold to
allow some initial interactions for all agents thus presenting a more general
case for the trust model.

6In practice, these values are application dependent and should be set
by the relevant trust policies. For more practical evaluation methods of
trust update, see [16].
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more elaborate trust model based on Subjective Logic [12]
for our implementation of a real life trust enhanced mobile
agent system [16]. However, for the purpose of this paper, it
is sufficient to use a simple trust model, with additive trust
updates using previous experiences (capturing satisfactory
and unsatisfactory experiences) as described in Section 3.2.

When the trust model is enabled (Fig.1), we had one ad-
ditional layer - the trust layer to make decisions about the
trust worthiness of the requesting agent. We can then de-
cide: 1) to reject a request if the relevant trust value is less
than the threshold (i.e. the risk level), 2) to otherwise pass
the request onto the authorization stage for a final decision.

The trust evaluation and the associated trust decisions
are captured in Figs. 6,7,8,9. It is important to observe that
while the mostly benevolent agents (with behavior probabil-
ities of 0% and 25% security violations, see Figs. 6,7) are
regarded as trustworthy and granted access for all the re-
quests, the more malicious agents (with behavior probabili-
ties of 50%, 75% and 100% security violations, see Figs. 8
and 9) are watched out closely by the trust model, and have
been “weeded out” at various stages once their trust values
dropped below the threshold due to the frequent malicious
behaviors. It is this feature that has contributed to the vast
improvement to system utility as discussed in the next sec-
tion.

4.2. Trust Enhanced Authorization with Risk Man-
agement and Utility Maximization

As seen from Fig.2 and Fig.4, the authorization-only
model (with link 2 closed in Fig. 1) grants all of its per-
missions to recognized entities solely based on authoriza-
tion policy; the trust enhanced security model, while on the
other hand, uses trust to make a trust decision first, then de-
cide if authorization needs to be invoked. While in the for-
mer case the malicious behaviors are not captured automati-
cally to influence the security decisions, the latter has a trust
model to evaluate the trustworthiness of each entity and to
form a trust decision as an on/off switch (or a gate-keeper)
for the authorization module. This effectively means that if
an entity is not trusted enough (i.e. its trust value does not
exceed the threshold), it will not be evaluated by the autho-
rization module. This results in the desirable feature of util-
ity maximization. The improvements in utility are shown
in Fig.3 and Fig.5, where the new model has reversed the
negative trends as a result of authorization-only model (see
Fig.2 and Fig.4) and turned it to positive trends.

Without the trust model, the authorization-only system
reacts mechanically to the agent’s requests, as the autho-
rization module grants blindly to any agent that has passed
the authentication stage, either legally or illegally. It does
not have the ability to make any additional decisions. Any
of the malicious agents, who are granted permissions by the
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sion for Entities of 0% Security Viola-
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sion for Entities of 25% Security Vi-
olation
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Figure 8. Trust Evolution and Deci-
sion for Entities of 50% Security Vi-
olation

10 20 30 40 50 60 70 80 90 100
0

0.5

1

1.5

Number of Interactions

T
ru

s
t 

V
a

lu
e

10 20 30 40 50 60 70 80 90 100
−2

−1

0

1

2

Number of Interactions

T
ru

s
t 

b
a
s
e
d

 A
u

th
o

ri
za

ti
o

n
 D

e
c
is

io
n

s

Figure 9. Trust Evolution and Deci-
sion for Entities of 75% Security Vi-
olation

authorization module, will have the opportunity to attack 7.

5. Conclusions and Future Work

We have presented a new trust based information-
theoretic security model which integrates risk management
for its security decisions. Such a new model offers the
unique feature of utility maximization through risk man-
agement based security enforcement. This is achieved by a
trust enhanced security making process using both the cur-
rent state of knowledge on the trustworthiness of the entities
and the risk allocation for the given interaction. In doing so
we enable the leveraging of the knowledge on trust relation-
ships to guide the security decisions such that the underly-
ing application gains maximum utility (economical bene-
fits) while keeping the security risk at a defined level. To
the best of our knowledge, this paper is the first to integrate
risk management for trust based security decisions which
maximize the utility. This new approach has introduced a
way for linking security system with risk management to
achieve economical benefits through utility maximization.

This paper has provided a qualitative approach for risk
and security integration via trust. It has opened up a new
direction for future research. Our immediate focus is to
develop a quantitative model that can provide exact cal-
culations for precise risk allocations. That is to determine
how much privileges/permissions should be granted for any
given trust value of an entity. Such a quantitative model will
help to establish the precise authorization specifications for
utility maximization.

Furthermore, we envisage that our new approach has the
potential of becoming a common platform for providing the
business analysts, developers and security experts with a
common objective in developing more secure and profitable
distributed systems in the face of malicious behaviors.
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